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Outline

Introduction to Data Swapping
Risk-Utility (Risk-Distortion) Framework
NISS WebSwap

— Web services implementation
— GUI-based, lightweight client

— Frontier visualization tool

Future research



Data Swapping

Technique for statistical disclosure limitation
(SDL), applied at microdata level

Basic 1dea: switch subset of attributes between
randomly selected pairs of records

Rationale: reduces disclosure risk—intruder
cannot be certain that any record 1s real

Used by: Census, ...
Side effect: distorts data, reducing utility



Tabular View

Other Attributes
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Swap Attribute
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Technical Aspects

e Parameters
— Swap rate: typical value = 5%
— Swap attributes
— Optionally, constraints on unswapped attributes

 Distortion effects
— No change to joint distribution of swap attributes

— No change to joint distribution of unswapped
attributes

— Change to joint distributions that involve both
swap and unswapped attributes



Example Data Set: CPS-8

* Excerpt from 1993 CPS
— 48,842 data records
— &8 categorical attributes
— 2880 cells 1n full table
— 1695 cells with non-zero counts (not realistic!)

— 735 at risk data elements
e 361 1n cells with count 1
e 374 1in cells with count 2



Example Swap for CPS-8

Record  Age  Empllvpe Fduc Marstat  Race  Sex  AveHours  Salary
I <23 Crow Hs Marr W ] 41} <$50K
2 23-35 SE Bach Marr NW M =44 <$50K
3 25-535 Gov Bach+ Unmarr  NW I =44 =530K
4 =33 Priv Bach LUnmarr W I =44 <%30K
3 <23 Other somed ol Marr W ] 4l =%30K
& =55 Priv Bach Marr NW & 4 =AUk
Record  Age  Empllvpe Educ hMarstat  Race  Sex  AveHours  Salary
I =55 Crov HS Marr W \%| 40 <S50K
2 25-55 SE Bach Marr NW M =44 <S50K
3 25 Gov Bach+ Unmarr  NW I =44 =%530K
4 =35 Priv Bach Linmarr W I =44 <S50K
3 25-55 Other SomeColl  Marr W M 40 =330K
0 =25 Priv Bacht Marr NW I 41 =330K




Risk-Utility Framework

» Characterize each candidate release by
— Disclosure Fisk

— Data Utility

* Agency wishes to, but cannot simultaneously
— Minimize risk
— Maximize utility

o Restrict attention to frontier of undominated
releases



Example Frontier

Risk

, R=aU+C

Utility



NISS WebSwap Web Service

* Implemented as free Web service, using XML and
SOAP to communicate

« WSDL available, supporting discovery, use

* Principal components
— GUI-based, lightweight client

 Java application: constructs specification, transmits specification
and data file

— Java servlet on NISS server

 Server side application: prepares XML request to swapper, returns
swapped data and log files to client

— Web service on NISS server
 Java application: performs swapping, returns XML to servlet



System Architecture

Data + Request (RMT) NISS Servers

/ Servlet

TR

Swapped Data + Mesgsages (RMI)

(GUI-based client)

TIALY W 1sanbay] + eie(q

TIALY, W saBessafy] + eie(J paddess




Logical Architecture

Input Files Output Files

/ Data.desc /L—p lesvc\gitl)swap

l

( Data.specs (
l 7/ Data.swapped /

Data.ori —> NISSWebSwap
o WebService
ﬁ/ Data.log /




NISS WebSwap WSDL: Excerpt

<?7xml version="1.0" encoding="UTF-8"7>

zdefinitions name="Swap_dataService"
targetNamespace="http://WebSwap_ swap.org/wsdl"
xmlns:tns="http://WebSwap_swap.org/wsdl”
¥xmlns="http://schemas.xmlscap.org/wadl/"
xmlns:scap="http://schemas.xmlecap.org/wsdl/scap/"
xmlns:ns2="http:/ /WebSwap_swap.org/typss”
xmlns :xsd="http://www.w3.org/2001 /XMLSchema" =
=Lypes=
<=schema targetNamespace="http://WebSwap swap.org/types"
xmlns:xsi="http://www.w2.org/2001/¥MLSchema-instance"
xmlns:tne="http://WebSwap swap.org/types"
*mlns:scap-enc="http://schemas.xmlsocap.org/scap/encoding/"
xmlns:wsdl="http://schemas.xmnlscap.org/wsdl/"
xmlns="http: //www.w2.org/2001/XMLSchema" >
zcomplexType name="SwapData”=
ZBeqUENCE >
=element name="numFields" type="int"/»
z=element name="cutputFile" type="string"/=
=element name="numRecords" type="int" /=
zelement name="riskCutocff" type="double"/=>
zelement name="data" type="tns:Array0fArrayCistring”/=
zelement name="dataFile" type="string"/>
zelement name="cocnstraints" type="base&4Binary"/>
zelement name="lcg" type="tns:ArrayCfstring"/=



GUI-Based Client

* Inputs
— CSV data file
— Description file: metadata

» User constructs swapping specification
— Swap rate

— Swap attributes

— Constraints on unswapped attributes: equality,
inequality

* QOutput: specifications file



GUI Main Window
Booataswapper =10/ x|

Project Help

Ewap

=== Please click "Project’ to re-start, or click "Swap" to Perform the Swapping with =l
ElalamiISEWvehServices\Datawebswapdemo.specs

Running Swapper with EMAlamNIZEWYehServices\Datawebswapdemo.specs:

Specifications Ok
Sending request to hitp My niss-wehserices org:3080MSwapSendet
Sending regquest to server....

Feceived response fram server....
Wiriting files...

MHote, log.file: EdAlanMISSWWebhServicesiDatatwehswapdemo.log has been over-written
MHote, outputfile: EAAlanMNISEEWYebServices\Datamwebswapdemo. swapped has been aver-wiitten

Swapping Process Finished.

Swapping Log:kMaon Moy 18 12:22:22 EST 2002
Humber af risky recards = 1024

Humber of records marked for sweapping = 103
Humber of swaps performed: 100

Flease see EXAlaNMISEWYehSericesiDatawebswapdemo. swapped,
EmlanikISEnebServicesiDatatwebswapdemo.lon, and
ElalammIsEwehIervices\Datavwebswapdemo.specs for detailed results.




The Edit Project Window
Bracric SI-IE]

File Names:

Data File: el swapdemo. arig

C5V Type: |MS b

Desc. File:  wehswapdemo.dese

Save Cancel

Spec. File: |webswapdemo.specs

Outpart File: |wehswapdemo. swapped

Log File: webswapdemo.log

Swapping Specifications:
Swapping Percentage(%:)
| I I Y Y [ T Y Y [ T I A Y O (N Y O Y Y A Y I N B B B |
0 10 20 3o 40 50
Attributes | Swap | Fix | Difier | Other |

Age v [ [ ]
ErnplType [ [ [ [v|
Educ [ [ [ v
MarStatus [ [ [ v
Race [ [ [ v
Sex ] 1 [] v
AveHours [ [ [ v
Salary ] 1 [ v




Sample Specifications File

num. records=1024
data.file=webhswapdeno.orid
log.file=wehswapdemo. log
output. file=webswapdemno. swapped
swap. rate=0. 25

attribute. specs=5,0,0,0,0,0,0,0
cav. type=Ha



Frontier Visualization Tool

& 3 =101 x|
File Help
=>> Please Click on "File™ to Start and Exit the Program to Re-start
Risk Select the Transform Scale
0.0148T o
O] o Aues | Linear | Sq. Root | Log |
Distortion | [ | L1 | [l
o Risk | I < N = | L
1 [ o &
o0 = o & o Selct Points with Certain Swap Rate{%:) for Display
Highlight the Points with Certain Swap Attributes
R 5 5
- & Swap Rate | Select? || Attibutes | Highlioht?
0.5 [ | [
0.0141 oo o o 1.0 M |E =
£.0 i H i
e i) ) I [m
o h L
R [N
v 5 O
0 ¢ © o W L
00134l ; | . | Apply
0.0009 _0.0031 0.0053
Distortion Show Frontiers in Table

File Opened: E:\AlaniNIS 5'Weh Services'FrontierViz'cps-irials Bata Ponts Displayed Have Swap Rate (%0): 1.0
Frontier | Non-Frontier Total
i 30 Ji




Sample Study: CPS-8

Risk: Fraction of unswapped records in low-count cells in
post-swap data

Z e Number of unswapped records

Total number of unswapped records

Distortion: Hellinger distance between pre- and post-swap data
tables

3 rates: 1%, 2%, 10%
36 choices of swap attributes

— All single attributes
— All pairs of attributes



Results of the Study

* 1% frontier = {AveHours, Educ,
AveHourstEduc, AveHours+Sex, Sex,
AveHours+MarStat, EmplType+MarStat}

« 2% frontier = {Educ, AveHours, Race,
AveHours+Race, EmplType+Sex,
EmplType+Race, AveHours+MarStat,
Aget+Income}

* 10% frontier = {Educ, Race, Educ+Race,
AveHours+Race, EmplType+Race,

Aget+Race}



Future Research

Databases with record weights
Inference-based measures of distortion
— Example: information loss 1n log-linear models

Combining data swapping with other methods
for SDL

— Example: category aggregation

DSTK: Data Swapping Toolkit



Downloads

* NISS WebSwap client, user documentation,
sample data sets

— www.niss.org/WebServices/dg/\WebSwap.html

* Technical reports
— www.niss.org/dg/technicalreports.html



http://www.niss.org/WebServices/dg/WebSwap.html
http://www.niss.org/WebServices/dg/WebSwap.html
http://www.niss.org/dg/technicalreports.html
http://www.niss.org/dg/technicalreports.html
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