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Why Are We Doing This?



Why Else?



Why (3)?



Objectives

• High Level
– Allow Federal statistical agencies to disseminate useful

information derived from confidential data but protect the 
privacy of data subjects (individuals and establishments)

• Scientific
– Problem formulations and scalable tools that accommodate 

both disclosure risk and data/information utility
– Understanding consequences of data integration for data 

confidentiality, data quality and statistical inference
– Creation of fundamental quantifications, usable models, 

scalable methods for data quality



Risk-Utility Formulations



Accomplishments—1 
Dissemination of Marginal Tables

• Scalable methods and software to compute bounds on 
cell entries from released marginals

• Initial methods to assess disclosure risk from released 
conditionals

• First successful technology that deals in a principled 
way with query interaction

• Scalable risk-utility formulations
– Optimal tabular releases: maximize number of disclosed 

marginals subject to constraint on width of bounds for 
small count cells



Software Product:
Prototype Table Server



Accomplishments—2 
Data Swapping

• Complete risk-utility 
formulation for data 
swapping as a decision 
problem
– Multiple measures of 

utility/distortion and 
disclosure risk

• Web service implementation 
of data swapping 
– Downloadable from 

www.niss.org/WebServices
/dg/WebSwap.html



Software Product:
NISS Data Swapping Toolkit

• Functionality
– Perform swapping
– Batch mode: large-scale studies to select swap attributes and rate
– Visualization of results

• Downloadable from www.niss.org/software/dstk.html



Frontier Visualizer



Accomplishments—3
Remote Access Analysis Servers 

• Fundamental abstractions
– Query space
– Answer space
– Disclosure risk measure
– Data utility measure

• Example: regression servers
– Optimally protect sensitive 

variable
– Risk: predictive, residual
– Utility: unweighted, weighted
– Software under development



Accomplishments—4
Secure Regression for Distributed Data

• Horizontally partitioned data
– K > 2 agencies with the same attributes for different sets of data subjects

• Usual linear model y = Xβ + ε
• Use secure summation (a form of secure multi-party 

computation) to compute XTX and XTy, from which agencies 
compute least squares estimators

• Can also use secure summation to calculate standard errors, R2, 
…

• Diagnostics via securely integrated synthetic residuals

yXXX TT 1)(ˆ −=β



How Secure Regression is Done



Accomplishments—5 

• Algorithms for geographical aggregation to 
achieve disclosability
– Aggregate adjacent counties into supercounties 

that satisfy (n=3, p=60%)-rule
– Developed on NASS chemical use survey data
– Employed by NASS 

• Bayesian analysis of consequences of 
aggregation for statistical inference
– The “higher-order” the characteristic, the more 

aggregation hurts



Software Product:
Aggregation and Visualization



Current Foci 
• Additional secure analyses of distributed data

– Regression for vertically partitioned data
– More complex partitioning
– Categorical data: secure contingency tables

• Secure pooling to build list of non-zero cells
• Secure summation to compute values of non-zero cells

– Kernel methods
• Principal components analysis
• Support vector machines

– Data mining 
• Classifiers



Current Foci—2
• Record linkage

– Possible to do securely?
– Consequences of incorrect linkage for inference 

• Connections to computational algebra
– See www.aimath.org/ARCC/workshops/compalgstat.html



Challenges
• Scalability

– Always an issue
– Some good algorithms do not scale

• Complex remote servers
– Query interaction
– User equity

• Data integration
– Distributed databases
– Effects of incorrect integration

• Data quality
– Problem completely overwhelms existing tools



Project Structure
• Lead institution: NISS
• University partners: Carnegie Mellon, Duke, Iowa 

State, Purdue, Southern Methodist
• Federal statistical agency partners providing testbed 

databases, collaborators and financial support: BLS, 
BTS, Census, NASS, NCES

• Shared problem definition
• Feedback

– Ongoing conversations
– Monthly E-mail updates
– NISS Affiliates Data Confidentiality Technology Days



Broad Impact

• Protect government-collected data on 
individuals and establishments from 
increasingly severe threats to confidentiality

• Protect privacy of individuals and 
establishments

• Prevent Federal data warehouses from 
becoming data cemeteries

• Assist agencies in preparing for a “world 
without releasable microdata”
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