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Abstract. In recent work on statistical methods for confidentiality and
disclosure limitation, Dobra and Fienberg (2000, 2003) and Dobra (2002)
have generalized Bonferroni-Fréchet-Hoeffding bounds for cell entries in
k-way contingency tables given marginal totals. In this paper, we con-
sider extensions of their approach focused on upper and lower bounds
for cell entries given arbitrary sets of marginals and conditionals. We
give a complete characterization of the two-way table problem and dis-
cuss some implications to statistical disclosure limitation. In particular,
we employ tools from computational algebra to describe the locus of all
possible tables under the given constraints and discuss how this addi-
tional knowledge affects the disclosure.
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1 Introduction

Current disclosure limitation methods either change the data (e.g. cell suppres-
sion, controlled rounding, and data swapping) or release partial information
(e.g. releasing marginals). Methods falling under the first category either have
limited statistical content (e.g. cell suppression) or modify existing statistical
correlations (e.g. controlled rounding), thus modifying the proper statistical in-
ference. The third method insures confidentiality by restricting the level of de-
tail at which data are released, as opposed to changing the data as with other
methods. Releases of partial information such as releasing only the margins of-
ten allows for proper statistical inference. In this setting, Dobra and Fienberg
(2000, 2002, 2003) used undirected graphical representations for log-linear mod-
els as a framework to compute bounds on cell entries given a set of margins as
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input to assessing disclosure risk. Natural extensions of this work involve other
types of partial data releases such as conditionals, regressions, or any other
data summaries. Government agencies in the U.S. are already releasing tables of
rates, that is conditional relative observed frequencies (for example, see Figure
1). However, not much is known on their effect on confidentiality and data pri-
vacy. Furthermore, releasing of conditional distributions for higher-dimensional
contingency tables could be useful for researchers interested in assessing causal
inference with observed data while still maintaining confidentiality.

REEWA  Volunteer rates by sex, race, Hispanic origin, and selected istics, 2002
White Black Hispanic
Selected characteristics
Total Men | Women Tetal Men Women Total Men Women
Age
Total, 16 years and over 284 251 334 182 187 211 157 129 184
T e e 286 243 33.0 16.8 16.3 211 181 153 209
20 to 24 years 19.3 1657 29 131 99 158 94 78 1.2
b BV R e e et et 6.8 208 327 202 158 24.0 16.9 128 21.0
35 to 44 years 37 ana 434 224 19.1 252 2086 157 254
45 to 54 years 335 294 ate 204 193 M2 161 151 174
55 to B4 years 288 261 314 2086 191 213 13.2 120 142
65 years and over : 239 222 252 39 14.9 133 6.9 6.2 74
Employment status among
persons aged 16 years and over
Employed 4 271 68 219 188 246 17.0 14.0 211
] ployed . 265 213 28 215 182 2486 178 123 255
Not in the labor fo1Ce ..o, o omies 56 201 289 141 121 15.5 126 20 14.4
School enrollment status
among persons aged 16 to 24 years
Enrolled in hugh schoal . 323 260 3.5 18.2 170 19.4 198 156 23.9
Enrolled in college ... 283 252 311 238 197 284 198 19.4 19,7
Not enrolled in school .. 16.0 130 181 105 84 127 86 72 103
Educational attainment among
persons aged 25 years and over
Less than a hugh school diploma ... i 105 a0 11.8 82 86 96 84 58 1.0
High school graduate, no college’ .. 228 182 268 141 12.7 154 16.3 13.4 192
Less than-a bachelor's degree? 345 289 394 261 232 280 252 29 272
Collége graduate 4680 404 514 366 334 381 s 272 364
T Includes high school diploma or equivalent. for an 1at any point from September 1, 2001,
? Includes the categories of some college, no degree; and associate's through the survey week in September 2002, Details for the above race and
degree. Hispanic-onigin groups will not sum o totals because data for the “other
races” group are not presented and Hispanics are included in both the white
Nore: Data on volunteers relate to persons who performed unpaid and black population groups

Fig. 1. An example of a published 3-way table with rates from the U.S. Department
of Labor Bureau of Labor Statistics website. Data are from 2002 CPS supplement.
Source: Boraas, S. Volunteerism in the U.S. Monthly Labor Review, August 2003.

In this paper we develop nonparametric upper and lower bounds for cell
entries in two-way contingency tables given an arbitrary set of marginals and
conditionals for purpose of evaluating disclosure risk. In Section 2, we provide
technical background and introduce some notation. In Section 3, we discuss the
complete characterization of the joint distribution and present new results on
uniqueness of the entries in the table given a marginal and a conditional. In
Section 4, we estimate the bounds on cell entries via optimizations techniques
such as linear and integer programming and discuss issues relevant to disclosure
limitation. For two-way tables we give a complete characterization of the space



of possible tables given different margins and/or conditionals. We also employ a
representation from algebraic geometry to describe the locus of all possible tables
under the given constraints and discuss possible implications for disclosure.

2 Technical Background and Notation

Beyond the disclosure setting, bounds for cell entries in tables arise in a va-
riety of other statistical contexts. They can be found in mass transportation
problems (Rachev and Riischendorf 1998), computer tomography (Gutmann et
al. 1991), ecological inference (King 1997), and causal inference of imperfect
experiments (Balke and Pearl 1997). Most of this work focuses on bounds in-
duced by given marginals, with very little attention to bounds induced by sets
of conditionals and marginals. For example, Balke and Pearl (1997), Tian and
Pearl (2000), and Pearl (2000) use linear programming formulations to establish
sharp bounds on causal effect in experiments with imperfect compliance. These
are non-parametric bounds limited to a single cause analysis and the cases are
limited to bivariate random variables. Pearl (2000) also describes a Gibbs sam-
pling technique to calculate the posterior distribution of the causal quantity of
interest, but he points out that the choice of prior distributions in this setting
can have a significant influence on the posterior.

While statisticians have long been interested in combining marginal and con-
ditional distributions, results have been developed mainly for complete specifi-
cation of the joint as in the work of Gelman and Speed (1993, 1999), Arnold et
al. (1996, 1999), and Besag (1974). The Hammersley-Clifford Theorem (1974)
establishes a connection between the joint distribution and the full conditionals,
and often describes conditional statements of an undirected graph. 1993 defined
conditions under which a collection of marginal and conditional distributions
uniquely identifies the joint distribution. Their key assumption is positivity in
the Hammersley-Clifford Theorem (Besag 1974) which, for the discrete case,
means that there are no cells with zero probability. Arnold et al. (1996, 1999)
extended the sets defined by the Gelman and Speed theorem by relaxing the
positivity condition such that in the discrete case the sets never involve condi-
tioning on an event of zero probability, i.e., appropriate marginal distributions
are strictly positive. Arnold et al. (1996, 1999) also address the question of
whether the given set of densities are consistent (compatible) and whether they
uniquely specify the joint density. When sets of queries in the form of margins
and conditionals satisfy the conditions of the Gelman and Speed (1993) and/or
Arnold et al. (1999), the released information will then reveal all of the infor-
mation in the table since the joint distribution will be uniquely identified. This
uniqueness poses a problem in tables with small counts as it increases a risk
of uniquely identifying individuals who provided the data. We are interested in
identifying such situations as part of a broader goal of developing safe tabular
releases in terms of arbitrary sets of marginals and conditionals that would still
allow for proper statistical inferences about models for the original table.



Arnold et al. (1999) describe an algorithm for checking the compatibility of
a set of conditional probability densities. In the disclosure-type setting, we know
that the unique joint distribution exists, and released conditionals are compatible
in the sense that they come from the same joint distribution over the space of all
variables. The issue of compatibility may become relevant if we are to consider
that an intruder has outside additional knowledge and would like to incorporate
some prior information with the data provided by the agency. We are interested
in assessing the uniqueness condition. Arnold et al. (1999) provide a uniqueness
theorem (see Section 3) and describe an iterative algorithm due to Vardi and Lee
(1993) for determining the missing marginal distribution in order to establish the
joint distribution. In cases where there is more than one solution, the algorithm
obtains one of the solutions but is unable to detect that there is more than
one solution. This algorithm is like the iterative proportional fitting algorithm
for maximum likelihood estimation from incomplete contingency tables (e.g.,
see Bishop, Fienberg, and Holland (1975)), and solves linear equations subject
to non-negativity constraints and cell probabilities summing to one. While the
algorithm always converges for compatible distributions, the convergence is quite
slow even for two-way tables and it is unclear how successfully the algorithm
deals with boundary cases.

Algebraic statistics is an emerging field that advocates use of tools of com-
putational commutative algebra such as Grobner bases in statistics (Pistone et
al. 2001). Diaconis and Sturmfels’ (1998) seminal work had a major impact on
developments in statistical disclosure techniques. Their paper applies the alge-
braic theory of toric ideals to define a Markov Chain Monte Carlo method for
sampling from conditional distributions, through the notion of Markov bases.
Given a set of marginal constraints, Dobra and Fienberg (2002, 2003) and Do-
bra et al. (2003) have utilized Grébner bases in connection with graphs to fully
describe the space of possible tables. Most recently, Slavkovic (2003) described
Markov bases for two-way tables given the sets of conditionals and marginals, a
topic closely related to that of the present paper, and to which we return later.

2.1 Notation

Let X and Y be discrete random variables with possible values 1, xs, ..., 7 and
Y1, Y2, .-, Y, respectively. Let n;; denote the observed cell counts in the I x J
table n. We represent their joint probability distribution as the I x J matrix
P = (pi;) which is the normalized table of counts such that all cell entries
pij = P(X = 2;,Y = y;),i = 1,2..1,j = 1,2,...J, are nonnegative and sum
to 1. Let p;, = ijlpij = P(X =a;)and pj = 31 pij = P(Y = y;) be
the marginal probability distributions for X and Y, respectively. We can also
represent the conditional probability distributions as I x J matrices A = (a;;)
and B = (b;;) where

a; =P(X =,V =y) =22 =00 19 T j=12..J (1)

bj ng
bij = P(Y = y,|X = N = Pig Mg P — -
i = =yl X =x;) = = , 1=1,2,..,1,7=1,2,...,.J. (2)

Di. N,



3 Complete Specification of the Joint Distribution

In the disclosure limitation setting, we say that sets of conditionals and/or
marginals are compatible if they come from the same joint distribution. But
when there is compatibility, we want to check if the given set of conditionals
and/or marginals is sufficient to uniquely identify the joint distribution. We al-
low cell entries to be zero as long as we do not condition on an event of zero prob-
ability. Then the uniqueness theorem of Gelman and Speed (1993) as amended
by Arnold et al. (1999) tells us that the joint distribution for any two-way table
is uniquely identified by any of the following sets of distributions:

(1) f(zly) and f(y|z),
(2) f(zly) and f(y),
(3) flylz) and f(x),

(Note that these are equivalent under the independence of X and Y'.)

In addition, Arnold et al. (1996, 1999) show that sometimes collections of the
type {f(z|y), f(z)} or {f(y|x), f(y)} also uniquely identify the joint distribution
as long as we do not condition on a set of probability zero. When the positivity
condition on the Cartesian product assumed by Gelman and Speed does not hold,
Arnold et al. (1999) suggest that uniqueness can be checked by determining the
uniqueness of a missing marginal given the provided information. Besides using
the Vardi and Lee (1993) algorithm, they also suggest running a Markov process
that generates X’s by cycling through a list of conditional distributions. If the
process is irreducible, then there exists a unique marginal that together with the
given conditionals uniquely determines the joint distribution. If we already know
that we are given proper conditional distributions for tabular data, however, the
proposed algorithm can be replaced by simply checking the number of levels of
two variables and the rank of the conditional matrix. For a subset of cases we can
apply a simple formula for finding the cell probabilities as well, as the following
results imply.

Theorem 1. For two discrete random variables, X andY , either the collection
Cr = {f(zly), f(x)} or the collection C, = {f(ylx), f(y)} uniquely identifies the
joint distribution if matrices A and B have full rank and if I > J for C, or
J > 1 for Cy.

The unique joint distribution in Theorem 1 takes a simple form for the entries
of the I x 2 table.

Theorem 2. Suppose that for an I x 2 tables where I > 2 we are given f(z|y)
and f(z). Then the unique probabilities for the cell entries are given by

Di. — Qi g\j
Py = a2 (3)
Qi — Ai{ T\j}



Ezample 1. The data in Table 1 are from a fictitious survey of 50 students about
illegally downloading MP3s. Suppose that the only information available about
the survey are P(Download) = {0.4,0.6} and

P(Download|Gender) = {b;;} = B = (0'6 04)

0.20.8

Applying Theorem 2, we get the exact cell probabilities in the original table
{pll,plg,pgl,pgg} = {0.3, 0.2, 0.1, 04} For example, P12 = blgm =0.2.

b12—b22

Table 1. Fictitious example: Number of students illegally downloading MP3s by gender

Download|Download
Yes No Total
Male 15 10 25
Female 5 20 25
Total 20 30 50

Note that these results hold regardless of the value of sample size N. Knowledge
of the sample size will give us the original (unique) table of counts.

4 Bounds for Cell Entries in I X J Tables

Any contingency table with non-negative integer or real entries and fixed marginal
and/or conditionals is a point in the convex polytope defined by a linear system
of equations induced by released conditionals and marginals. When the table
does not satisfy the Gelman and Speed (1993) Theorem or Theorem 1, we have
the possibility of more than one realization for the joint distribution (X,Y), i.e.,
there is more than one possible table that satisfies the constraints implied by
the margins and conditionals. One way to evaluate the safety of released tabular
data is to determine bounds on cell entries given the margins and conditional.
To fully describe the space of I x J tables subject to marginal and conditional
constraints, we need to consider combinations of marginals and conditionals of
the following forms:

L. f(x) or f(y),
2. f(zly) or f(ylz),
3. {f(zly), f(x), I < J}or {f(ylx), f(y),J <T}.

4.1 Linear/Integer Programming Bounds

The simplest and most natural method for solving system of linear equations is
the simplex method. Dobra and Fienberg (2003) discuss some inadequacies of
this method for addressing bounds given sets of marginals, but this method works
relatively well for tables with small dimensions, Hence we explore its feasibility
and usefulness for the other two listed cases.



Unknown sample size N. We first consider a setting where sample size N
is unknown. It is trivial to see that first two sets do not give us the joint dis-
tribution. When a single marginal is given, the cell probabilities are bounded
below by zero and above by the corresponding marginal value, e.g. 0 < p;; < p;.
(Dobra and Fienberg 2000). When a single conditional distribution is given, the
cell probabilities are bounded by zero and associated conditional probability;
for example, 0 < p;; < a;j, for f(z|y). This can be verified by setting up a lin-

ear programming (LP) problem since the observed conditional frequencies are a
linear-fractional map of either the original cell counts or cell probabilities:

Max Dij, (4)

subject to Z Zpij =1, (5)
i g
(1= ai;j)pij — ai; Zpkj =0, Zpij >0, (6)

k#i
and pi; > 0,Vi, . (7)

For 2 x 2 tables, for example, there are four equations of the form (6) but
linear dependencies reduce the set of these equations to two, each involving two
conditional values that add to one and their respective p;; entries. In addition,
the cross-product ratios of all 2 x 2 positive submatrices of A, B and n are equal,
ie.,

_anaze  biibay  miimas

a12a21 b12b21 ni2n21

(see Bishop, Fienberg and Holland (1975)). We can replace some of the con-
straints in Equation (6) by a linearized version of the odds ratios to obtain the
equivalent bounds.

To complete the characterization for two-way tables, we need to consider
the third set of combination of marginals and conditionals. For example, for
{f(zly), f(x),I < J}, the following linear programming problem produces opti-
mal solutions:

Max Pij, (8)
subject to ZZpij =1, (9)
i
Zpij = pi, (10)
J
aj = —L9 = {1,2,...I},j={1,2,...0}, (11)

D+ D P
and py; >0,¥i={1,2,...1},j={1,2,....J}. (12)



Theorem 3. For an I x 2 table given f(x|y) and f(x), sharp upper bounds on
the cell probabilities are given by

pi.—max{air}
g

aij@ if pi > agg,

J

UB = (13)
pi,—mif}{aik}

@ij aij*gif}{aik} i pi < aij,
J

and sharp lower bounds are given by

Pi.*rkn;if}{aik} Pi.*rkn;if}{aik}
max{0, a;; sy St %ammmqany S UB} if pi > agj,
k) k)
LB =
pi.—Tix{aik} pi,_lzl:-)_({aik}
max{0, a;; P p—; st ag PR " <UB} if pi <a.
k] k]

(14)
These results also generalize to I x J tables where I, J > 3, such that the first

Pi. —max{aik}
part of the bounds formula (e.g. aijm if p;. > a;;) holds, but there
k]
is an additional factor that we need to adjust the bounds by. For example, in a
3 x 4 table, let k be the index for the conditional value which satisfies I?;%X{aik}’
J

I be the index for the conditional value that satisfies I?;n{aik}’ and r € {T\ i},
J
and let

3
fij — gij
where
o Pr. — Grk o Qrj — Qrk o Qr] — Qrk
€ij = ———— fij=—, Gi = ———— -
Di. — Qik Qi — ik ;] — Pik
Then the solution for the upper bound is:
pi,_lzl:-)_({aik}
J .
@i ar=mangany X Qi i pi > ai,
kit
UB = (15)
pi,—?;n{aik}
i =minfany d;; if Di. < Qjj.
k]

More research remains to be done to understand the structures of these
bounds and how they extend to k-way tables.

Given these constraints and the LP approach, in the limit these are the
sharpest bounds we can obtain. For inferential purposes this may be sufficient.
But these bounds fail to preserve two conditions (when none of the conditional
probability values are zero) then:



1. None of the individual cell probabilities (or counts) can be zero, and
2. Cross-product ratios of 2 x 2 subtables cannot be zero or infinite.

Therefore, 0 < p;; < ay;, for f(z|y) does not give sharp bounds for the table
of counts. Without some other prior information relevant to the observed data,
however, we cannot do better using linear programming. The example in Section
4.3 demonstrates how these bounds can lead to a false sense of data security.

Known sample size N. When we know the sample size N, we can obtain
tighter bounds for the cell probabilities, and hence for cell counts, but we are
also likely to get fractional bounds by applying linear programming methods.
One way to obtain tighter bounds on cell probabilities is assure nonzero values
of the entries, e.g., by modifying the constraints in equations (7) and (12) to
become p;; > %,Vi, j. However, even this approach is not always sufficient to
produce the sharpest bounds on the tables of counts and is likely to lead to
fractional bounds on the tables with integer entries as well.
When we know N, we can also apply integer programming (IP):

Max nij, (16)
subject to Z Znij =N, (17)
i g
T4
(1 = aij)ni — ai; anj =0, ay= S :%j (18)
k#i g
and n;; > 1,Vi, j. (19)

IP methods such branch-and-bound rely on implicit enumeration of possible
solutions and will either give the sharpest bounds for the cell counts or will not
find a feasible solution. For larger tables, however, IP methods can be computa-
tionally prohibitive.

Ezxample 2. Suppose that the only information we have about the data from
Table 1 is that P(Download|Gender) is given by the matrix B. The following
IP model will give the sharp bounds (see Table 2) for the integer entries of the
table.

Max n;j, (20)
subject to n11 + ni12 + na1 + N2 = 50, (21)
0.4n11 — 0.6n12 = 0, (22)

0.8n91 — 0.2n92 = 0, (23)

and n;; > 1,V4, 5. (24)

However, conditional frequencies are often reported as floating point approx-
imations. This rounding typically leads to infeasible IP solutions, and we need to
apply linear programming relaxation which in turn may again give us fractional
bounds that are not tight, as the following example illustrates.



Table 2. Data from Table 1 and IP bounds given P(Download|Gender)

Download|Download
Yes No
Male |15 [3, 27] |10 [2, 18
Female| 5 [1,9] |20 [4, 36

Ezxample 3. Suppose that the only knowledge we have about the original Table
1, consists of the conditional frequencies

0.750.33
P(Gender|Download) = a;; = A = (0_25 0.67)

The left panel in Table 3 gives the LP fractional bounds for this problem.
There is a significant discrepancy between these upper and lower bounds for
some of the cells when compared with the sharp bounds provided in the right
side panel of the same table. Moreover errors due to rounding of the reported
conditional frequencies would lead to a very different set of bounds. The issue of
rounding in reporting statistical data has been received very limited attention in
the disclosure literature and we are just starting to explore its effects on bounds.

Table 3. Data from Table 1 with LP relaxation bounds given P(Gender|Download)
in the left panel and the sharp bounds obtained via Markov basis in the right panel.

Download | Download ||Download|Download

Yes No Yes No
Male (15 [3, 35.25]|10 [1, 15.33 6, 33 2,14
Female| 5 [1, 11.74] |20 [2, 30.67 2,11 4, 28

4.2 Markov Bases and Bounds

We can find feasible solutions to the constrained maximization problem by using
tools from computational algebra, such as Grobner or Markov bases. A set of
minimal Markov bases (moves) allows us to build a connected Markov chain
and perform a random walk over the space of tables of counts that have the
same fixed marginals and/or conditionals. A technical description of calculation
and structure of Markov bases given fixed conditional distributions for two-way
tables can be found in Slavkovic (2003).

Consider the information provided in Ezample 3. The minimal Markov ba-
sis is represented by the following binomial n{;n3; — ni,nd,. This implies two
possible moves on our 2 x 2 table of counts. These moves together with the
sample size N describe the space of tables containing only four possible tables
with non-negative integer counts (see Table 4). This procedure not only gives
the sharp bounds listed in right panel of Table 3, but also provides more insight
into the structure of the table. A number of possible table realizations could also



be used as a measure of disclosure risk. In this case, the space of tables satisfying
the constraints is too small and would easily lead to a full disclosure of any of
the cells, and the whole table. These observations hold for a higher dimensional
tables as well and could have implications on the assessment of disclosure risk.
In particular, they suggest that reporting conditional distributions for a subset
of variables may be essentially equivalent from the bounds perspective to the
reporting of the corresponding marginal. Although we need to investigate this
issue further it may be welcome news since the calculation of Markov bases is
typically computationally very expensive for relatively large multi-way tables.

Table 4. The space of contingency tables with non-negative integer entries given fixed
conditional distribution P(Gender|Download)

Y1 |Ya|Total Y1|Y2|Total
X1 | 6|14 20 X1 |15]10] 25
Xo [ 2128 30 X2 | 5120 25
Total| 8 {42 50 Total|20{30| 50

Y1 |Ys2|Total Y1 |Ys|Total
X1 26/ 6| 30 X1 [33]2] 35
Xso | 812 20 Xo (1114 15
Total|32{18| 50 Total|44| 6 | 50

4.3 Example: Delinquent Children Data

In this section we consider a 4 x 4 table of counts used in the Disclosure Limita-
tion Methodology Report of the Federal Committee on Statistical Methodology
(1994). Titles, row and column headings are fictitious. Table 5 shows number
of delinquent children by county and education level of household head. We
compare outcome of releasing margins versus conditionals on disclosure. First,
suppose we consider releasing both margins (row sums and columns sums). we
give Fréchet bounds for the counts in this case in the left panel of Table 5. Ob-
serve that the cells with small counts (i.e., sensitive cells) are well protected. For
example, cell [Alpha, Medium| with count “1” is bounded below by 0 and above
by 20. Utilizing tools from computational algebra and Markov bases, one can
determine that there are 18,272,363,056 possible tables given the fixed margins.

Next, suppose that instead of margins we only release conditional frequencies:

0.750 0.050 0.150 0.050
0.364 0.182 0.182 0.272
0.120 0.400 0.400 0.080
0.343 0.400 0.200 0.057

P(Education|County) =

Integer programming has no feasible solution for this problem and we give
the linear programming relaxation bounds in the right panel of Table 5. The
bounds are significantly tighter than those associated with releasing the margins,



Table 5. Delinquent children data by county and education level. The left panel con-
tains the cell counts and the Fréchet bounds given the margins. The right panel contains
the LP relaxation bounds given P(Education|County).

County| Low |Medium| High |Very High Low Medium High |Very High
Alpha |15[0,20]| 1[0,20] | 3[0,20] | 1[0,20] [15,74.6] | [1,4.97] | [3, 14.9] | [1,4.97]

Beta {20[0,50]| 10[0,35]|10[0,30]| 15[0,20] || [1.99,30.8] | [1,15.5] | [1,15.5] |[1.5,23.2]

Gamma| 3[0,25] | 10[0,25] |10[0,25]| 2[0,20] [1.5,11] [5,36.8] | [5,36.8] [1,7.36]

Delta |12[0,35)| 14[0,35] | 70,30] | 2[0,20] |{[6.02,33.27]|[7.02,38.8]|[3.51,19.4]| [1,5.53]

indicating higher disclosure risk. An even more surprising result comes from
calculating Markov bases and using the tools from computational algebra to
determine the space of tables. In this case, there is only one table with non-
negative integer entries satisfying the given conditional and the sample size.
Hence we have full disclosure of the counts which was masked by the bounds
obtained from linear and integer programming. In this case, and in most two-way
table with sensitive cells, it is not safe to release the conditionals as they carry
almost full information about the table itself.

5 Conclusions

To date statistical disclosure limitation methodologies for tables of counts have
been heavily intertwined with the release of unaltered marginal totals from such
tables, and methods have focused in part on inferences that are possible by
an intruder from such releases as well as the use of marginals for inferences
about underlying relationships among variables that make up the table, e.g.,
based on log-linear models. Many statistical agencies also release other forms of
summary data from tables, such as tables of rates or observed conditional relative
frequencies. These are predominantly released as two-way and three-way tables,
with conditioning on a single variable. Preserving conditionals and marginals
from a table puts us into a constrained subset of the probability simplex for
the the space of possible tables. It is only with the knowledge of sample size NV
(or a 1-way marginal in addition to a set of conditionals) that we can calculate
the bounds on the actual counts. For two-way tables this often leads to full
disclosure, i.e., the complete specification of the original table. Zero cells in a
table become zeros again when we condition on one or more of the variables,
and thus the release of such conditionals reveals extra information about the full
cross-classification.

We are just beginning to understand the implications of rounding in the
construction of conditionals on disclosure limitation. But the work we have done
to date suggests that in two dimensions the impact of rounding on identification
of feasible tables is likely to increase dramatically the disclosure of sensitive cells
in the original table.



Finally, we note that the work reported here is illustrative of the kinds of
statistical calculations that are possible in higher-way tables with the release of
some combination of marginals and conditionals. In some cases the released data
reduce to a set of marginals and the results of Dobra and Fienberg (2000, 2002)
then can be used directly. In other cases, the release of a conditional instead
of a marginal can yield larger bounds and looser inferences about the cells in
the table by an intruder. We hope to report on extensions of the methodology
introduced here to the multi-way case in the near future.
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